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We’ve normalized the fact that security is relegated to 
the “IT people” in smaller organizations or to a Chief 
Information Security Officer in enterprises, but few have 
the resources, influence, or accountability to incentivize 
adoption of products in which safety is appropriately 
prioritized against cost, speed to market, and features.

Director Jen Easterly

Department of Homeland Security, Cybersecurity and Infrastructure  Security 
Agency (CISA)
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Current cyber landscape
• Identity-based attacks on the rise

• 20 percent increase in access brokers

• Breakout time decreased from 84 minutes to 62 minutes in 
2023

• Fastest breakout time two minutes and seven seconds

• 1/3 of all breaches involved ransomware

• Pure extortion on the rise and is a component of 9 percent 
all breaches 

• Ransomware a top threat across 92 percent of all 
industries

• 68 percent of breaches involved “human element”

• 15 percent of breaches involved a third-party party
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Current cyber landscape

2024 IBM Cost of a Data Breach states:

• 1 in 3 breaches involve shadow data

• Average cost of a breach is $4.88M

• $2.2M less data breach cost when using AI for prevention

• 292 days to identify and contain breaches involving credentials

• 11% increase in post-breach costs
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Challenges and threats facing public sector
• Compliance requirements

• Lack of data / IT strategy

• Workforce shortages

• Legacy infrastructure

• Increase in connected devices

• Insecure systems

• Lack of security as a culture mindset

• Supply chain disruptions

• Emerging technologies and threats
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Prevalence of cyber attacks – WormGPT / FraudGPT…

Source: Krebs on Security: Meet the Brains Behind the Malware-
Friendly AI Chat Service ‘WormGPT’
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Prevalence of cyber attacks – WormGPT / FraudGPT…
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Risk management
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“By 2025, a single, centralized cybersecurity 
function will not be agile enough to meet the needs 
of digital organizations. CISOs must 
reconceptualize their responsibility matrix to 
empower Boards of Directors, CEOs and other 
business leaders to make their own informed risk 
decisions.” Source: Gartner

https://www.gartner.com/en/newsroom/press-releases/2021-11-18-gartner-survey-finds-88-percent-of-boards-of-directors-view-cybersecurity-as-a-business-risk
https://www.gartner.com/en/newsroom/press-releases/2022-03-07-gartner-identifies-top-security-and-risk-management-trends-for-2022
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Culture of Security vs. Security Culture

Entire Company Security Dept
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Why the cloud?
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Where customers are headed

4x–440x faster
lead time to 
deploy features

5x lower 
change-failure rate

5x–46x more-frequent
code deployments

Build cloud-native*

* https://puppet.com/resources/whitepaper/state-of-devops-report  (downloadable)
** https://www.cisco.com/c/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085.html
*** https://451research.com/451-research-says-application-containers-market-will-grow-to-reach-4-3bn-by-2022    

Move from on premises

~1,000+*
typical application 
portfolios

~10–30%
in-perpetuity licensing

20%+ 
retire what’s on premises

100s 
of ISVs 

Modernize everything

280% 5-yr. growth***
in container and serverless-
based applications

Growing 
use of microservices to 
improve resiliency

20–50% of workloads**
are SaaS-based applications

69% of organizations**
expect to use a 
hybrid architecture

https://puppet.com/resources/whitepaper/state-of-devops-report
https://www.cisco.com/c/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085.html
https://451research.com/451-research-says-application-containers-market-will-grow-to-reach-4-3bn-by-2022
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More innovation, greater agility, with control

Agility and control: Don’t choose 
just one or the other

Customers want both Governance

Enable

Provision

Operate

Agility

Experiment

Be productive

Empower a distributed 
team
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Strategic goals
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Strategic Goals
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ü Amazon GuardDuty - Continuous 
Monitoring and threat detection

ü Centralized Security infrastructure

ü Disaster Recovery Services e.g. Elastic 
Disaster Recovery Service (EDRS)

ü AWS Identity and Access Managementü No Cost Cyber Awareness Training

ü Integration with partner security 
solutions

ü Supports Zero Trust principles
ü Data encryption at scale
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Strategic Goals
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ü Amazon GuardDuty - Continuous 
Monitoring and threat detection

ü Supports DevSecOPs

ü Amazon Macie – Data 
inventory/classification/tagging

ü AWS Systems Manager - Patchingü Infrastructure protection

ü Integration with partner security 
solutions
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Strategic Goals
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ü Manage Microsoft AD in AWS

ü Manage access control to web/mobile apps

ü Create/manage policies for multiple AWS 
accounts

ü Centrally manage SSO access to AWS 
accounts



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Core AWS security services

AWS Security Hub

Amazon GuardDuty

Amazon Detective

Amazon Inspector

Amazon Security Lake

AWS Shield Advanced

AWS Firewall Manager

AWS WAF – Web application 
firewall

AWS Network Firewall

Route53 Resolver DNS 
Firewall

AWS Key Management 
Service (KMS)

Amazon Macie

AWS CloudHSM

AWS Certificate Manager

AWS Secrets Manager

Server-Side Encryption

Security monitoring
& threat detection

Edge / perimeter
protection

Data
protection

• Deploy a defense in depth 
strategy

• Activate and operationalize 
across accounts 
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The anatomy of a cyberattack 

• Modern cyberattacks are multi-vector

• There is no simple solution to address every component of the attack

• Multiple services must work collaboratively to better visualize and remediate 
attacks

Reconnaissance Backdoor 
access

Infect with 
malware

Open 
C&C

Lateral 
infection

Services 
needed to 

detect
Firewall, DNS, IPS Firewall, DNS, 

IPS, NTA, EDR AV, WAF, EDR IPS, NGFW, NTA NAC, segmentation,
IPS

Services 
needed to 
remediate

Firewall, DNS, IPS, 
NACL, SG

NGFW, NACL, SG EDR, sandboxing NGFW, NTA SG, NACL, NGFW



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Incomplete or 
untested IR/DR plans

Issue 1 Issue 2 Issue 3

Multiple Resources
Varying skillsets Gaps in visibility

SecOpsNetOps App security

Results: Correlated events cannot enforce remediation policies dynamically 

Key takeaways from “Siloed” approach 
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Key takeaways

Assign severity score to 
deduce high fidelity insights

Manage exceptions to 
reduce false positives

Streamlined operations and 
faster response time

Validate threat response and 
remediation using gamedays 

Enable and automate threat 
detection metrics 

Consolidate alerts in 
Security Hub

Correlate alerts for 
insights

Automation and 
feedback loop

Visibility phase

Increase in visibility Faster
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Guardrails for Amazon Bedrock (Preview)
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Plans are worthless, but planning is 
everything!

Dwight D. Eisenhower

Supreme Commander of the Allied Expeditionary Forces, WWII
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Thank you! 
Maria Thompson

Please complete the survey 
for this session

Cybersecurity Trends and Best 
Practices

State and Local Government  Executive 
Advisor - Cybersecurity
Amazon Web Services (AWS)
Thammari@amazon.com


